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Leading observations

Organisations are facing increased complexity — are you prepared?

20 t 34 22 t 34 One in five incidents featured internal
% O % % o % and external perpetrators.

Fraud perpetrated by senior Accounting/Financial statement
management up from 20% in 2018 to  fraud up from 22% in 2018 to 34% in Cybercrime remains in the top five.
34% in 2020. 2020.

Value up, volume down — does this measure the complete cost?

fleo. (o4, (4]

Incidents down from 77% in 2018 to 4% report direct losses in excess of e One in three South African

60% in the current survey. $100 million (global: 7%). respondents cite distrust as being
the most significant emotional
impact of incidents.

e Brand damage, loss of market
position, employee morale, and
lost future opportunities remain
unquantified.

Is your fraud programme delivering what you think it is?

6 O v A Shockingly, however:
%

N

of respondents of incidents were not
of South African respondents that 4 20 didn’t conduct an 660 disclosed to regulators
addressed a disruptive incident 9 investigation Yo or law enforcement

say their organisation emerged of incidents were not of incidents were not
Sl 9/, disclosed to the board o/, disclosed to the auditor

The demands are only increasing

e More scrutiny from broader stakeholders
e Almost half of respondents are planning to increase their spend on fraud prevention

e Speed of response will determine the containment of damages and losses

4 | Wl Global Economic Crime and Fraud Survey — 7t edition



Global

5,000+ §8

respondents
of respondents
% were C-suite
have US$10M+
% in global revenue

territories

US$42B 20

in losses

South Africa

245 398

South African participants

of respondents
% were C-suite

US$1.7B'

in losses
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Foreword

Chief Justice Mogoeng highlighted in an address at the University of
KwaZulu-Natal in 2017 that private sector actors had escaped scrutiny in
the past and while:

“There is a lot of wrongdoing, | dare say, in the public sector.

A lot, as corruption and as mismanagement, but there is a lot of
wrongdoing in the private sector. How it escapes the public space
or find[s] some space there for a little while and immediately
disappears, has confounded me for a very long time ...”"

This has changed in the past couple of years with private sector

Trevor White frauds, due to the size of many of these and the involvement of senior
Partner, Forensic Services management, now being much more widely reported on in the press and
PwC South Africa for much longer periods of time.

Global Economic Crime and Fraud

Survey Leader The results of our 2020 Global Economic Crime and Fraud Survey

have turned up one major surprise, that being that the percentage of

ﬁ respondents who had experienced economic crime in South Africa

declined for the first time in the last decade.

However, there was no surprise in the finding that bribery and corruption
and financial statement fraud are still among the more prominent types
of economic crime reported. This, combined with increased involvement
Economic Crime, at of senior management in perpetrating such acts, has resulted in a sharp
increase in the value of losses incurred as a result.

Our message is clear: To survive the catastrophic impact of economic
crime, organisations need to be proactive, agile and resilient, to react in
an appropriate manner and to do so swiftly. Organisations adopting the

)
but instances of higher
value fraud have right approach to dealing with fraud will be able use these occurrences
increased considerably! to emerge stronger.

gAANE

' Steve Bhengu, “Mogoeng calls on SA to address corruption in the private sector.” East Coast Radio. 2017. https://www.ecr.co.za/news/news/
mogoeng-calls-sa-address-corruption-private-sector/ (accessed 5 February 2020)
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Fraud perspectives:

When less is actually more

In this, the seventh edition of the PwC Global Economic Crime and
Fraud Survey, we saw levels of fraud awareness and insight among
South African organisations continue to outperform their global peers,
with 73% of South African respondents indicating a high or extensive
knowledge in this area, compared to 65% of global respondents.

Nevertheless, as witnessed by the major scandals that have rocked our
local market over the past few years, the persistence of the scourge of
economic crime is not to be ignored and awareness of the issues may
serve us very little if action is not taken to actively eradicate the problem.

South Africa: Reported rate of economic crime

Q Has your organisation experienced any fraud and/or economic

crime within the last 24 months?

So vefy aware, yet
SO very helpless:
How can we convert
knowledge to armour
in the fight against
economic crime?

100% -~ South Africa -e- Global
77%
75% 69% 69%
62% 60% 60%
50%
49% 47%
37% 36%
25% 309 34% ? °
0% . . , , , ,
2009 2011 2014 2016 2018 2020

R G R

Source: PwC analysis

The silver lining of a very dark cloud: Reported rate of economic crime

declines

As South Africans, we have become accustomed to
being at the very top of the naughty list, but in the two
years since our previous survey, we have seen a rather
surprising drop in the reported rate of economic crime,
from 77% in 2018 to 60% this year!

What could possibly have driven a 17 percentage
point decline in the reported rate of economic crime?
And should we be celebrating?

Having our reported rate of economic crime return to
levels last seen in in 2011, while global trends consistently
exhibit higher levels than seen in the past 20 years, may
offer a rare glimmer of hope for South Africa. But viewing
this statistic in isolation presents a sadly distorted
picture.

8 | W Global Economic Crime and Fraud survey — 7" edition

For one thing, at 60%, South Africa’s rate of reported
economic crime remains significantly higher than

the global average rate of 47%. Added to this is the
stark reality that the incidence of higher value serious
economic crime has doubled in the past 24 months from
1% to 2%. There has also been a disturbing increase in
the level of involvement of senior management as the
main perpetrator, escalating from 20% in 2018 to 34%

in 2020.

With respondents in India and China reporting the highest
occurrence of economic crime, South Africa has slipped
to third in the top ten ranking of countries with the highest
reported economic crime in the world. Before now, India
has never featured in the top ten.



Top 10 countries reporting most economic crime

Has your organisation experienced any fraud and/or economic crime within the last
24 months?

57%
63%
75%
53%
50%
66%
58%
71% |
49,

India

China

South Africa

Kenya

United States
United Kingdom
Uganda

Mexico

France

Ireland

W 2020 B 2018

Reported rate of economic crime by region

Has your organisation experienced any fraud and/or
economic crime within the last 24 months?

e N 2D
North America _ 549,
Latin America _ 53%
Middle East 46
Europe Lo 46%
Asia-Pacific PRl 469%

B 2020 MW 2018
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Changing tides in the types
of economic crime

Types of economic crime/fraud experienced

Q What types of fraud and/or economic crime has your
organisation experienced within the last 24 months?

47%

For the first time since
this survey began,
asset misappropriation
was not identified as
the most prevalent
economic crime.

This year’s survey
ushers in a new era in
which customer fraud
has come to the fore

Customer fraud 42 )
as the most prominent
economic crime,
Bribery & corruption s followed by bribery &
corruption and financial
Accounting/Financial 22, 34 statement fraud.
statement fraud
It is notable that while
Cybercrime 29, incidences of most
fraud types declined
_ o in South Africa,
Asset misappropriation 49c¢, fthe t
occurrences of the top
21, three rose, and so too
Human resources fraud - 23% did cybercrime, which
:
s seems to be creeping
Deceptive business 10 339, up to previous levels.
practices °
The significant increase
Procurement fraud 39 in financial statement
fraud is concerning
as this type of fraud
Tax fraud 1% . . .
8, invariably involves
Money laundering & senior management
sanctions 7% and the amounts are
significant. The negative
Anti-competition/Anti- 1 B 52020 effect of this crime on
trust law infringement <r 20t all stakeholders and the
: : future sustainability of
Insu:_ler/Unauthorlsed 30, . Global 2018 e @ e @ e
trading y
‘ can be catastrophic.
Intellectual property Source: PwC analysis
(IP) theft Customer fraud was introduced as a category for the first time in
our 2018 survey. It refers to fraud committed by the end-user and
Other 7 % comprises economic crimes such as mortgage fraud, credit card
° fraud, claims fraud, cheque fraud, ID fraud and similar fraud types.

10 | B Global Economic Crime and Fraud survey — 7t edition



Most disruptive economic crimes likely to be experienced over the next
24 months

Q Thinking about the next 24 months, which of the following fraud and/or economic crimes is likely to be the most
disruptive/serious in terms of the impact on your organisation (monetary or otherwise)?

Bribery & corruption
Accounting/Financial statement fraud
Customer fraud

Cybercrime

Asset misappropriation

Other

Procurement fraud
Insider/Unauthorised trading
Deceptive business practices
Tax fraud

Money laundering & sanctions

Anti-competition/Anti-trust law infringement

Human resources fraud

Source: PwC analysis

Given the recent scandals rocking South Africa, both in the public and private sectors, it comes as no surprise that
a fifth of respondents consider bribery & corruption to be the most serious and disruptive economic crime to affect
organisations.

The prominence of accounting and financial statement-related fraud, which has left many casualties in the past few
years, has perhaps been one of the major factors prompting companies to take a cold, hard look at themselves and to
honestly reflect on what is being done to counter the scourge of economic crime.

Cosmetic interventions are losing their lustre and trust is a precious commodity that is being lost. A third of
South African respondents identified distrust as the most significant emotional impact brought about by acts of
malfeasance.

The added risk, and a systemic risk at that, is that with the prominence of economic crime being perpetrated by so-
called ‘captains of industry’, there is a tendency for common folk to rationalise criminal actions. The rise of customer
fraud, which was only introduced as a category in the survey in 2018, is an indication of the erosion of the ethical fabric
of our society.

When threats abound, both inside and outside the organisation, uncertainty regarding future prospects increases. This
is reflected in our finding that 42% of South African respondents in PwC’s 23rd Annual Global CEO Survey are not
confident about their organisation's prospects for revenue growth over the next 12 months.?

2 PwC's 23rd Annual Global CEO Survey 2020 - www.ceosurvey.pwc
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Redefining being bulletproof
by looking inward

The actors that perpetrate economic crime in

South Africa  Recent experiences
Q Who was the main perpetrator of the most disruptive economic - have woken us up
crime experienced? i .-tO the faét that a
S I 112j0r fraud risk area
: ; for organisations is
External perpetrator 36% the very custodians
S ARSI < 1trUsted to run them.
Internal perpetrator 41,
- N Collusion between
.‘O‘ internal and 21%
W external actors

Source: PwC analysis

Fraud hits companies from all angles and may take various forms, such as the internal perpetrator (41% of economic
crimes were perpetrated by this group), the external perpetrator, and collusion between the two, which rears its head
in one-fifth of cases, and is by far more difficult to detect and contain.

South African organisations have seen an upsurge in instances of senior management perpetrating fraud. Economic
crimes perpetrated by senior management are often among the most sinister because of the ability (whether through
delegated authority levels, system knowledge, or influence) of top executives to override (or conspire to override)
internal controls.

With more than a third of South African respondents falling prey to this phenomenon, much greater focus on
governance is required in organisations. The days of the passive non-executive board member have surely passed and
there is a need for this independent oversight function to become more involved and ask the difficult questions, and
thereafter demand and interrogate the answers provided.

12 | B Global Economic Crime and Fraud survey — 7" edition



Main perpetrators of internal fraud in South Africa

Q At what level within your organisation was the internal perpetrator of the most disruptive economic crime
incident?

50%

25%

0%

Senior Middle Junior management/
management management Operational staff

50%
41% 39%
33% 34%

29%

17%

2009 2011 2014 2016 2018 2020

Source: PwC analysis ——

Look both ways: External forces remain a threat

External perpetrators of economic crime in South Africa

Q Who was/were the external perpetrator(s) of the most disruptive economic crime
/ incident against your organisation?

27 Organised crime
%
Customer
25..
Hackers
20..
Vendor/Supplier
18..
1 5 Joint venture/Alliance partner
%

1 3 o Consultant/Advisor Source: PwC analysis
(V)

7
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Outsourcing has become the norm in companies and corporations
seeking to minimize costs, but these cost-reduction exercises introduce
a new dimension to the fraud landscape. Any kinks in the armour

of these business partners become your risks and can lead to the
unravelling of the most sophisticated fraud prevention strategies, if not
formally and comprehensively addressed. It is telling, therefore, that

three of the top five external perpetrators of economic crime qualify as
business partners, in one form or another.

One in five respondents cited vendors/suppliers as the source of their
most disruptive external fraud;

But more than half lack a mature third-party risk programme; and

Almost a quarter of respondents (24%) have no third-party due
diligence or monitoring programme at all.

14 | Wl Global Economic Crime and Fraud Survey — 7" edition

In contrast to the trend globally,
South African respondents cited
organised crime as the highest rated
source of external perpetrators with
fraud committed by customers coming
in a close second (at 25%) as the most
disruptive fraud.

e From a global perspective, customer
fraud is especially prominent in the
financial services and consumer
markets segments. This could be
telling as industries shift to direct-to-
consumer strategies.

¢ The good news? It’s also one of the
frauds where dedicated resources,
robust processes and technology have
proven effective in prevention.

One in five economic crimes perpetrated
by external parties were committed

by hackers, highlighting the fact that
organisations cannot drop their guard

in any area, especially if they are
adopting greater levels of technological
sophistication.



Businesses behaving badly

This year, for the first time, we asked
respondents if their organisations had
been accused of perpetrating a fraud.
Of those who reported experiencing
economic crime, nearly one in five South
African respondents reported that their
organisations had also been accused of
committing a fraud, corruption, or other
economic crime.

In almost equal numbers,

competitors
44,

employees
43..

customers (to a
o/, slightly lesser extent)
were most likely to point the finger. Only
in a quarter of instances did a regulator
make the accusation. This may speak
to greater business and stakeholder
activism, or perhaps that we have become

a society that deflects attention away from
our own actions by pointing at others.
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Feeling the pinch:
The cost of economic crime

Financial loss due to all economic crime experienced

Q In financial terms, approximately how much do you think your organisation may have directly lost through all
incidents of fraud, corruption or other economic crime over the last 24 months?

Less than US$100,000 36%

US$100,000 to < US$1 million 27%

US$1 million to < US$5 million 139,

US$5 million to < US$50 million 8% /
US$50 million to < US$100 million 3% v

US$100 million, or more 49, é

Amount is immeasurable 1%

Don’t know

The total losses associated with economic
crime are difficult to calculate.

While some costs such as direct financial loss or costs due to fines,
penalties, fraud response and remediation can be quantified, it is
near impossible to place a value on other areas impacted by fraud —
opportunity costs, reputational damage to a name or brand, loss of
market position, and the impact on employee morale and productivity.

Threats arising from outside an organisation are generally transactional
in nature, can potentially be monitored actively with relative ease

and have limited (or at the very least, quantifiable) financial impact.
Less predictable attacks such as bribery & corruption and internally-
perpetrated fraud lend themselves to greater complexity because they
attract more costly fines and bring with them other related issues (such
as brand value impairment or lost revenue). These need to be managed
and mitigated from the perspective of the amount of loss that could be
sustained as a result of a decline in company or security value.

Roughly 7% of South African respondents who experienced a fraud

in the last 24 months reported losing more than $50 million across all
incidents, with 4% reporting direct losses in excess of $100 million for all
incidents of fraud, corruption or economic crime experienced in the past
24 months. Incidences of losses in excess of $100 million with respect
to the most disruptive economic crime experienced by South African
respondents doubled since the 2018 survey, from 1% to 2%.

16 | [2020° Global Economic Crime and Fraud survey — 7t edition



Financial loss associated with the most disruptive economic crime
experienced

Q In financial terms, approximately, how much do you think your organisation may have directly lost through the
most disruptive economic crime incident over the last 24 months?

Global South Africa
Less than 50,000 Less than 50,000
US$ 33% US$ 37%
50,000 to < 50,000 to <
100,000 USS$ 100,000 US$
100,000 to < 100,000 to <
1 million US$ 1 million US$
1 million to < 1 million to <
5 million US$ 5 million US$
5 million to < 5 million to <
50 million US$ 50 million US$
50 million to < M 3% 50 million to < M 3%
100 milion US$ ~ _ 3% 100 milion US$ Q%
100 million US$, n 3:;: 100 million US$, n %Zz
or more I 1% or more . 29,
Amount is g/ 3% Amount is 1 :13:’;"
immeasurable h DO% immeasurable _ 00/:
Don't know 11% Don't know 14<,
[ m 2020 2018  m 2016 [ m 2020 2018  m 2016

Source: PwC analysis

Endemic corruption

One in five South African respondents cited bribery & corruption as the economic crime which had the most
disruptive impact — and almost half the companies surveyed were themselves accused of bribery & corruption.
This remains a big challenge to business and government alike.

In the past 24 months, 42% of South African respondents (global: 29%) say they have been asked to pay a bribe
in the course of doing business. Add this to the 44% who believe they have lost an opportunity to a competitor
who paid a bribe, and you realise how dismal the situation is.

Considering the increased reported prevalence of these kind of incidents since our 2018 survey, swift and
decisive action needs to be taken.

PwC | 17
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A wake-up call for boards
and regulators

As businesses have evolved from sole traders to the complex
organisations of today, so too have the structures governing them.
These include the board of directors and various regulators, whose
primary responsibility is independent oversight of what is happening at
the organisation.

Changes to board structures have been spearheaded by the various
King Codes, among other regulations. However, recent corporate
failures in South Africa and abroad highlight the fact that despite these
structures and oversight, corporate failures as a result of economic
crime continue to occur.

Regulators are actively looking at these events to determine what went
wrong and how they can be prevented in the future. This is likely to
lead to a new wave of additional regulatory oversight, despite the fact
that 53% of South African participants (global: 36%) in our 23rd Annual
Global CEO Survey are ‘extremely concerned’ about the threat of
over-regulation to their organisations' growth prospects.

In an environment of pervasive fraud and growing scrutiny from
regulators and the public, no organisation can afford blind spots.
Our survey uncovered two particular anomalies and disconnects that
call into question current anti-fraud strategies:

Allegations and irregularities should be
investigated

It seems self-evident, but the best way to

avoid getting embroiled in another fraud is to
investigate the last one and to take appropriate
remedial action. However, 42% of South African
organisations (global: 44%) did not conduct an
investigation after finding fraud.

Incidents should be taken seriously and
reported appropriately

Our survey uncovered some shocking findings:
(global: 73%) of incidents were not
9/, disclosed to the auditors

(global: 69%) of incidents were
66 o not disclosed to regulators or law
o

enforcement

(global: 65%) of incidents were not
9/, disclosed to the board of directors

18 | Bl Global Economic Crime and Fraud survey — 7 edition

Are you assessing the
threats you face well
enough, or are gaps in
your perception leaving
you dangerously
exposed?

| 30 30 31 N A
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Responses to incidents of economic crime

Q How did your organisation respond to the incident?

Conducted an investigation / fact-finding

Disclosed to board

Disclosed to regulator / law enforcement
Hired external forensic accountant / specialist
Disclosed to auditor

Prepared an insurance claim

=
=

Hired external counsel

Disclosed to other stakeholders

-t
=

)

(]

—h

N
o

o

-

58%

%
34
30%
28%

Public disclosure or notification LA
Other &4
Don’t know I 2%
B Action taken No action taken

— Source: PwC analysis

In our 2018 survey, we reported that one of the best antidotes to perpetrators rationalising their fraud is transparency
and openness. If the organisation is not investigating and/or not reporting its findings it has a long way to go in

remedying the problem.

In addition to the non-reporting highlighted in our survey, our experience confirms that reporting to the board and
other oversight bodies often falls short of what is required for them to perform their oversight roles.

Poor reporting is often as a result of:

¢ Defensive/Excessive reporting — resulting in an
overwhelming amount of information;

e Oversimplified/Underplayed reporting — resulting in
insufficient information to understand the extent of the
incident; or

e Deceptive reporting — resulting in a perception that
the relevant information is being reported, when in fact
it is withheld or buried intentionally.

These poor reporting strategies either leave the recipients
unable to determine what to do with the information

or without the information necessary to perform the
necessary oversight.

Two questions we should all be asking are:

e Are organisations as mature as we think?

e Are there heightened risks that require additional
oversight by those charged with governance?

PWC | 19




Are organisations as mature as we think?
Our findings reveal
Q Which option best describes the key elements of your overall fraud programmes that a significant

in relation to governance/resources? percentage of
organisations are

not disclosing

incidents to
12% their board and
regulators, despite
88% No dedicated the fact that 88%
programme to of South African
address risks respondents say

Organisations
with a dedicated
programme to
address risks

they have some
form of dedicated
anti-fraud
programme.

Formalised vs unformalised governance programmes

Q Which option best describes the key elements of your overall fraud

programmes?
Governance resources
Training / communication
Investigations / disciplinary measures
/ incentives °
Policies and procedures

B Informal or no governance with limited or no budget

Formal governance with adequate or prioritised budget

— Source: PwC analysis

Our survey reveals that, on average, only 55% of South African organisations have formal governance over anti-fraud
programmes. With only half of organisations reporting formal governance over their fraud risk assessments, and
fewer than that over fraud resources and governance, the question arises whether boards of directors should be more
involved.

20 | [l Global Economic Crime and Fraud Survey — 7t edition






Heightened risks that require additional governance

. Dominant CEO

¢ Belittles members of the board and
others who disagree

Expertise of board is out of sync

¢ Directors are vastly experienced, but are
only passengers and do not contribute

) ¢ Runs organisation through fear e Directors are vastly experienced, but in <y
. different industries and cannot contribute =~
X ¢ Often pride-driven and egocentric effectively : W

¢ Will create a team around them who will

) " e Directors do not understand the
not rock the boat by asking questions

operating environment and business
model complexity of the organisation

‘I — -
. W 6
Unhealthy board dynamics Watch the hidden tactics to
e The chair uses a ‘tick-box’ method to hide fraud
move through the agenda ] e Material year-end transactions are
e Members reluctant to express their o performed and approved, without

points of view in front of management c_ommgrcial substancg, jl,JSt l_aefore
financial statements finalisation

e Some directors have significant

influence on board decisions * Related parties are not adequately
identified
: .t 2 | L E »
" - R <) N i || “ -
. |
. Inconsistent governance and P Culture of deference and lack
N reporting standards of challenge
i ) "
- e Policies, standards and frameworks are * Members are not willing to put their 3 Y
: not complied with and not questioned hands up and ask the challenging or « B3l
- by the board . ‘stupid’ questions KR
L (R
e Multiple auditors in the group, making it A=Y * Do not ask questions when company e
difficult to see the full picture i, is healthy — even if industry is not i
= performing well =y
¢ Directors do not get proper answers to . "" l.
. their questions and don’t probe further RERE T
- -
b = A (4Pl . g
- " . i e Is Mt
I
Monitoring of management g Ineffective nominations
relations and performance committee
¢ Management’s personal wealth, e Composition and expertise of the board
including incentive/performance is of no importance -

bonuses, is linked too closely to the M= == i —
performance of the company ole of the nominations committee to

ensure board is balanced and equipped

¢ |nappropriate close relations between : to perform its required duties is Lty o
the CEO and CFO undermined Boe
: (A @ '

22 | [2020] Globdl Economic Crime and Fraud Survey — 7 edition



These dynamics bring up the
need to ‘trust, but verify’.

While two-thirds of organisations surveyed are
covering the basics — policies, procedures,

training and monitoring — barely half are dedicating
resources to risk assessment and governance. These

2 are, or should be, the head, heart and engine of a
9 B~ robust and credible anti-fraud programme — and
Weak assurance functions some regulators are beginning to demand more than
"check-the-box" compliance, which can only be
* Weak assurance functions led by achieved with the necessary resources and oversight.

inexperienced CAE, CRO or CCO
¢ Not focused on strategic business risks

¢ Does not have the required standing

. Board pack not fit for purpose

* Packs are excessively congested and
filled with information of poor quality
or little importance to board members
— used to mask important and/or
incriminating information

¢ Not enough time to prepare because
board packs arrive late
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Taking initiative:
Preparing for fraud

From a global perspective, on average, companies have four dedicated
programmes in place to mitigate fraud risk (larger companies with
more than 10,000 employees average more). While almost sixty
percent of South African respondents say they have policies and
procedures in place that include training and monitoring, only around
half of organisations in South Africa are dedicating resources to risk
assessment, governance, and third-party management.
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Prepare.
Respond.
Emerge stronger.
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What measures

are you taking to
prevent fraud? Can
you adequately
identify fraud in your
environment? Have
you considered what
is working — and what
simply isn’t? Do your
programmes, methods
and technology close
off all gaps or are
there gaping holes in
your armour? What
improvements can be
made right now and
how are you managing
these?
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So how do we solve for this serious issue?

An active and
robust risk
assessment
process

Companies should perform robust
risk assessments, gathering
internal input from stakeholders
across the organisation and across
geographies, to identify risks and
assess mitigating factors. External
factors should also be considered
during risk assessments as
ignoring the wealth of information
available in the public domain
could leave potential gaps, leaving
your organization exposed. This
should not be viewed as a once-off
exercise and a programme should be
instituted where risks are assessed
at regular intervals.

Technology alone
is not enough

[ ]

Supplement your tech with the
right governance structures,
relevant expertise, and robust
monitoring

No single solution or tool can be
regarded as invincible or sufficient
— economic crime evolves far too
quickly and your arsenal needs

to follow suit. Organisations must
embrace the idea that there is no
quick, single-solution way to solve
the ‘fraud problem’. Technology
alone will not protect you — like any
piece of machinery, it is imperative
that these tools are driven by
resources with the right expertise
that are appropriately placed within
the structure of an organisation.

A dedicated, regular monitoring
programme also needs to be
instituted to keep technology current,
working and effective.

Technology: Just one piece of the puzzle

Many organisations have invested heavily in new tools and techniques in
recent years. However, many survey participants shared reservations about

deploying technology:

* Forty percent of South African -
respondents ‘strongly agree’ that
they’ve been able to implement
or upgrade their technology. «
However, costs, limited access
to resources, and lack of proper
systems are among a number:of
the obstacles encountered.

Of those who aren’t implementing
new anti-fraud technologies, -
nearly one in three say it’s
because they struggle to see

its value.

* Congidering alternative/disru
technologies and techniques
emerging, almost

*of South African participants™™®

*(global: 25%) say they are using
‘artificial intelligence (Al) and see
it as @ valuable tool in the fight
against fraud. -

Eyes wide open

to what’s going
on

Rapid reaction time and the ability
to act swiftly and mobilise the right
people, the right processes and

the right technology as and when a
fraud incidence occurs, are essential
elements of an effective fraud risk
programme. ldeally, organisations
should be securing the perimeter to
ensure that, to the extent possible,
no infiltrations take place. The
programme must also recognise that
evolution is inevitable, and intrusions
will occur — it’s how quickly an
organisation can adapt to the attack
that will determine how risks are
addressed and damages or losses
are contained.
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When the time comes,
react the right way

How an organisation responds to fraud when it occurs can determine whether it perishes, survives or thrives as a
company. Sixty percent of South African survey participants that experienced and addressed a disruptive fraud
incident believe that they ended up in a better place after the investigation. Forty-two percent of respondents didn’t
conduct an investigation at all and more than half the incidents were not disclosed to the board. What is equally
concerning is that board members never asked these questions! Since fraud is so prevalent in South Africa, this may
be seen as an indictment of the way in which some boards execute their duties, and calls into question whether they
are acting in the best interests of their shareholders.

Organisations and the structures that govern them are expected to do
more, not only by regulators, but also by the broader investment and

stakeholder communities. 8
(0],1)% 5 % of

Companies do not have the luxury to .
react in a lax manner. A tardy reaction to South African

a fraud event is equivalent to no reaction respondents (global:

at all and the resultant damage can be o

immense, especially when an unchecked 56 /0) conducted an

situation escalates into a full-blown ’ investigation of their

crisis, which can damage an . f d

organisation’s reputation @ S350 most serious frau

and value. X N incident. In almost
sixty percent of cases,
the incident was not
disclosed to the board

at all.
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Conduct an investigation

Getting to the root of the problem and
understanding the issue, and perpetrators, is key
to preventing further and future fraud. An honest
look at your capability and objectivity is crucial
at this point and it may be in the best interests

of an organisation to seek external assistance to
investigate fraud, especially if the required skills
are not available internally or if resources are
scarce.

Disclose the
incident to the
board of directors

Playing open cards with
the governance structures
serves to enhance the
role of these structures
and contribute to the
ongoing development

and improvement of an
organisation. This serves
to activate board members
to truly fulfilling their roles,
rather than being passive
occupiers of boardrooms.

Take disciplinary action against
employees

In line with regulatory guidance, compliance
programmes should apply universally and no
one should be beyond their reach. Furthermore,
no person should be deemed too valuable to
be disciplined. Consistent enforcement of a
compliance programme is one of the keys to its
effectiveness.

. b

Lessons from
companies that

transformed
crisis into
opportunity identify gaps and areas

Disclose the incident to government
authorities and/or regulators

Disclosing the fraud early can sometimes result
in a more favourable outcome with regulators

and authorities. In contrast, not doing so could
become an existential threat to an organisation.

Bolster internal
controls, policies
and procedures

While some policies and
procedures may be easy
targets, it’s important to
assess operations locally,
regionally and globally to

requiring enhancement.

Conduct training

Training not only better informs staff of new
policies and procedures, it also promotes a
stronger culture around fighting fraud. Getting
personnel to take ownership of their custodial
duties can easily be achieved through making
them part of the solution.
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Rising from the ashes:
Measuring success

Fraud departments within organisations are often battling to get out of the catch-up zone, constantly needing
additional budget in order to better equip themselves to counter the seemingly unrelenting, and very innovative
challenge, that is economic crime. New technologies to invest in, new programmes to implement, or additional
personnel and resources to employ costs money, lots of it.

Almost half of South African respondents are planning to increase their spend on fraud prevention in the next two
years. A question that this raises is whether these initiatives are working and whether the investments made are
bearing fruit. How should organisations go about measuring this? Is there a realistic yardstick to measure success in
this arena, or are investment committees expected to blindly pump funding into what they see as an abyss?

It is difficult to quantify the benefits of a fraud-fighting tool, just as it is
near impossible to fully quantify the cost of fraud and the impact it has
on an organisation. What we do know is that fraud events and fraudsters
that are left to run rampant cause more damage and result in higher
losses to organisations than those that are slowed down or stopped in
their tracks by active fraud prevention initiatives and investments.

Companies with dedicated fraud programmes in place generally spend
less (relative to revenue) on response, remediation, and fines.
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While having a fraud programme may be necessary, it will
invariably not be sufficient without being actively adapted
by means of periodic assessments and refinement,
regular testing and revisiting.

There are a number of reasons for this:

Business models frequently evolve before risk
programmes are established, leaving companies
exposed to unexpected risks. For example, this might
involve the simple introduction of a business partner,
a change that could leave an organisation exposed
if proper measures, due diligence and risk impact
assessments are not considered.

New technology creates new ways of doing business.
For instance, we see an increasing level of convergence
in certain industries, such as technology companies
offering financial services, or health companies entering
consumer markets. With such changes to the business
environment, risk management programmes must be
agile and adapt in order to remain relevant and take on
new and evolving risks as they emerge.

A hotline call or audit finding may vyield a risk previously
not considered.

Regulators are also an important factor to consider. As complexity
grows in the business environment, so too does the sophistication of the
schemes aimed at breaking the system. Laws and regulations need to
keep up with these waves of innovation.

Many recognise that compliance programmes should be risk-based and
right-sized, and that no programme is guaranteed to catch all improper
activities. There is no one-size-fits-all approach to compliance, and a
programme at a large telecommunications company should look quite
different to one at a small retailer. However, both must be adequate in
addressing the particular risks each organisation faces.

So too, there is no single method for assessing the effectiveness of a
fraud programme or the initiatives that have been put in place.

How and where do you begin? A natural starting point is to understand
what can and cannot be quantified and start collecting the necessary
data. For external parties, consider including such metrics as vendor
rationalisation statistics, vendor rejection statistics, participation of
vendors in training programmes, vendor certifications, or reductions in
findings during third-party audits.

The key to success is having a defensible measurement in place that will
help to demonstrate that the programme area has been tested as well
as how it will practically prevent or detect problematic misconduct in the
future.



Conclusion:
The writing is
on the wall.

So where do you stand? How do you fare
when it comes to preventing, detecting and
responding to economic crime? Can you
proclaim to be ‘bulletproof’ or do you have
kinks in your armour?

Sitting on the side-lines is not an option —
decisive action is paramount to ensuring
your organisation is protected, at least to the
extent possible at any given time. What this
equates to is an urgent need for a diligent
programme of revisiting and refining your
defences regularly, actively and realistically.
Don’t find yourself on the wrong side of the
evolution of economic crime and criminals —
their methods change with frightening speed,
and so too must your protection against
attacks.

The challenge is daunting, but the alternative
is terrifying — gaps in your defences and
wilful blindness to weaknesses in your
protection are open invitations to disaster,
and based on the increasing losses we

are seeing, these may even lead to your
organisation’s demise.

No business can claim to be immune to

the scourge of economic crime and fraud,
so rather than waiting for an incident to lay
siege, take a proactive stance and increase
your levels of insight and awareness —
including increasing awareness from a board
oversight perspective as well.

Proactivity, agility and resilience are key
ingredients in the fight against economic
crime, and your ability to emerge stronger will
depend on your organisation’s response to

incidents, before, during and after they occur.
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